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DETAILED ACTION 

1 . The response of 3/1 6/2007 was received and considered. 

2. Claims 1-5, 8-16, 19-25, 28-34, 37-43, 46-52 & 55-63 are pending. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-5, 8-16, 19-25, 28-34, 37-43, 46-52 & 55- 
63 have been considered but are moot in view of the new ground(s) of rejection. 

4. Applicant's response argues that the cited references do not teach distributing, over-the- 
air from the terminal, a public key. However, the Daly reference is cited for teaching this. 
Further, as described previously, Tsuria is cited for teaching the use of wireless communications, 
whose benefits are well known in the art of electronic communication for reducing the need for 
cables and allowing increased flexibility and mobility in data communications. 

5. Applicant's response (p. 14) argues that there is no motivation to combine Lee, 
Wasilewski and Tsuria because Lee teaches a symmetric key scheme and Wasilewski teaches an 
asymmetric key scheme and modifying Lee would "entail completely replacing the system 
architecture taught by Lee". However, the entire system would not need to be replaced. 
Wasilewski teaches that the top key in the hierarchy should be an asymmetric key pair such that 
there is no need to transfer an endless hierarchy of keys to the STU (col. 8, lines 34-41). This is 
useful over Lee for at least the fact that the private key need not be known anywhere outside the 
STU (set top unit), whereas in Lee, all keys would be shared. The Wasilewski scheme provides 
greater security and would entail a modification of Lee well within the capabilities of one having 
ordinary skill in the art at the time the invention was made. 
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6. Applicant's response (p. 15) argues that the problem being solved by Tsuria (i.e. localized 
communications between a set-top receiver and a remote control) is quite distinct from the key 
security scheme between a content provider and subscriber receiver being addressed in the 
present claims. However, the fact that applicant has recognized another advantage which would 
flow naturally from following the suggestion of the prior art cannot be the basis for patentability 
when the differences would otherwise be obvious. See Ex parte Obiaya, 227 USPQ 58, 60 (Bd. 
Pat. App. & Inter. 1985). 

7. Applicant's response (p. 15) argues that there is no reasonable expectation of success in 
modifying Lee by Wasilewski because it would "entail completely replacing the system 
architecture taught by Lee". However, the entire system would not need to be replaced. 
Wasilewski teaches that the top key in the hierarchy should be an asymmetric key pair such that 
there is no need to transfer an endless hierarchy of keys to the STU (col. 8, lines 34-41). This is 
useful over Lee for at least the fact that the private key need not be known anywhere outside the 
STU (set top unit), whereas in Lee, all keys would be shared. The Wasilewski scheme provides 
greater security and would entail a modification of Lee well within the capabilities of one having 
ordinary skill in the art at the time the invention was made. 

8. Regarding the newly cited Daly reference, Daly teaches a video television distribution 
system (Fig. 3) where the head end server handles both financial transactions and video 
distribution (col. 9, lines 8-15) that supports two-directional communication (interactive, col. 9, 
lines 8- 1 5). It is noted that Daly suggests that with improving technology, a wireless distribution 
structure is anticipated (col. 9, lines 35-39). The Daly system purchases data by authenticating 
the components to the head end system (col. 14, lines 10-18) by exchanging digital certificates 
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between the STB (set top box) and the head end (col. 15, lines 10-26), where the head end can 
reply using the STB's public key (col. 15, lines 23-26) from the certificate (col. 14, lines 27-32). 
Since Lee, as modified by Wasilewski, uses a public key of the STU to encrypt the top key in the 
hierarchy, it would have been obvious to purchase programming by exchanging public keys 
between the set top unit and the head end and then use the exchanged keys for communication, 
as taught by Daly. One of ordinary skill in the art would have been motivated to perform such a 
modification to perform interactive program ordering of services from the head end, as taught by 
Daly (col. 9, lines 8-15, col. 9, lines 35-39, col. 14, lines 10-32 & col. 15, lines 10-26). 



Specification 

9. The specification is objected to as failing to provide proper antecedent basis for the 
claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01(o). Correction of the 
following is required: 

The specification does not disclose, for example, receiving, over the air at the terminal, a 
public key corresponding to the private key for the terminal. Further, the specification does not 
disclose the sending and encrypting steps at the terminal (claims 9-12, 28-30, 46-48 & 62-63). 

The specification does not disclose the receiving and decrypting steps at the content 
provider (claims 19-21, 37-39 & 55-57). 



Claim Rejections - 35 USC § 112 

10. Claims 9-12, 19-21, 28-30, 37-39, 46-48, 55-57 & 62-63 are rejected under 35 

U.S.C. 1 12, first paragraph, as failing to comply with the written description requirement. The 
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claim(s) contains subject matter which was not described in the specification in such a way as to 
reasonably convey to one skilled in the relevant art that the inventor(s), at the time the 
application was filed, had possession of the claimed invention. 

Regarding claims 9-12, 28-30, 46-48 & 62-63, the specification does not disclose, for 
example, receiving, over the air at the terminal, a public key corresponding to the private key for 
the terminal. Further, the specification does not disclose the sending and encrypting steps at the 
terminal. 

Regarding claims 19-21, 37-39 & 55-57, the specification does not disclose the receiving 
and decrypting steps at the content provider. 

It is noted that any claims rejected under 35 U.S.C. §112, 1fl[l-2, but not specifically 
addressed above are rejected for at least their dependence upon a rejected claim. Further, the 
claims are addressed (regarding prior art) as if the above addressed limitations of the claims were 
in previously presented form. 

Claim Rejections - 35 USC § 103 

11. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

12. Claims 9-12, 19-21, 28-30, 37-39, 46-48, 55-57 & 62-63 are rejected under 35 U.S.C. 
1 03(a) as being unpatentable over U.S. Patent Re. 33,189 to Lee et al. (Lee) in view of U.S. 
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Patent 5,870,474 to Wasilewski et al. (Wasilewski) and U.S. Patent 6,424,947 to Tsuria et al. 
(Tsuria). 

Regarding claims 9, 28, 46 & 62, Lee discloses receiving a key (user ID) corresponding 
to a private key for the terminal (user ID, col. 3, lines 28-42), encrypting the secret key (key) 
with the key (user ID, col. 3, lines 42-64), sending the encrypted secret key (key, col. 3, lines 1- 
22), receiving the access key (random number) at the terminal (subscriber receiver) encrypted by 
the secret key (key, col. 4, lines 1-22) and decrypting the access key (random number) at the 
terminal (subscriber receiver) by the secret key (key, col. 3, line 28 - col. 4, line 22). Lee lacks a 
public key. However, Wasilewski teaches that in video distribution, the top key in the hierarchy 
of keys is a private key stored in a set top unit (col. 8, lines 44-47) where the second level key is 
encrypted with the public key which corresponds with the intended set top unit (col. 8, lines 39- 
41) because using a public key system obviates the need to securely transfer an endless hierarchy 
of keys (col. 8, lines 34-37) and allows multiple service providers to communicate with the set 
top unit (col. 1 0, lines 45-46). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify Lee to utilize a public/private key 
pair as a replacement for the user ID and distribute a public key (to service providers) from the 
terminal (set top unit) and from a directory. One of ordinary skill in the art would have been 
motivated to perform such a modification because it obviates the need to securely transfer an 
endless hierarchy of keys and allows multiple service providers to communicate with the set top 
unit as taught by Wasilewski (col. 8, lines 34-47 & col. 10, lines 45-46). As modified, Lee lacks 
receiving the public key over the air and sending the encrypted secret key over the air. However, 
Tsuria teaches a system where a wireless subscriber unit receives television transmissions over 
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the air (RF link) (col. 9, lines 35-48) to eliminate the need for a physical cable connection, as 
shown in Fig. 2 (#106 & #1 10). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify Lee to use a wireless terminal and 
therefore, receive the public key from the terminal (once it is generated, as taught by 
Wasilewski) over the air and to send the secret key over the air (television communications). 
One of ordinary skill in the art would have been motivated to perform such a modification to 
gain the known benefits of wireless computing devices, such as the elimination of direct cable 
connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #1 1 0). 

Regarding claims 10, 20, 29, 38, 47 & 56, Lee discloses the secret key being a 
registration key (col. 2, lines 41-51). 

Regarding claims 11,21, 30, 39, 48 & 57, Lee discloses the secret key being a temporary 
key (key of the month, col. 3, lines 28-42). 

Regarding claims 12 & 63, Lee discloses deriving a short key (PN sequence is generated, 
col. 4, lines 15-18) at the terminal based on the access key (random number), receiving encrypted 
broadcast content (video) at the terminal and decrypting the encrypted broadcast content at the 
terminal using the short key (PN sequence, col. 3, line 28 - col. 4, line 22). 

Regarding claims 19, 37 & 55, Lee discloses distributing a key (user ID) corresponding 
to a private key (user ID, col. 3, lines 28-42), receiving a secret key (key, col. 3, lines 42-64) 
encrypted by the key (user ID, col. 3, lines 42-64), decrypting the secret key (key) by the private 
key (user ID, col. 4, lines 1 -22), encrypting the access key (random number) by the secret key 
(key, col. 3, lines 42-64) at the content provider (service provider) and sending the encrypted 
access key (random number, col. 3, line 28 - col. 4, line 22) from the content provider. Lee lacks 
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a public key. However, Wasilewski teaches that in video distribution, the top key in the 
hierarchy of keys is a private key stored in a set top unit (col. 8, lines 44-47) where the second 
level key is encrypted with the public key which corresponds with the intended set top unit (col. 
8, lines 39-41) because using a public key system obviates the need to securely transfer an 
endless hierarchy of keys (col. 8, lines 34-37) and allows multiple service providers to 
communicate with the set top unit (col. 10, lines 45-46). Therefore, it would have been obvious 
to one having ordinary skill in the art at the time the invention was made to modify Lee to utilize 
a public/private key pair as a replacement for the user ID and distribute a public key (to service 
providers) from the terminal (set top unit) and from a directory. One of ordinary skill in the art 
would have been motivated to perform such a modification because it obviates the need to 
securely transfer an endless hierarchy of keys and allows multiple service providers to 
communicate with the set top unit, as taught by Wasilewski (col. 8, lines 34-47 & col. 10, lines 
45-46). As modified, Lee lacks distributing the public key over the air and receiving the secret 
key over the air. However, Tsuria teaches a system where a wireless subscriber unit receives 
television transmissions over the air (RF link) (col. 9, lines 35-48) to eliminate the need for a 
physical cable connection, as shown in Fig. 2 (#1 06 & #1 10). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to modify Lee 
to use a wireless terminal and therefore, to receive the secret key over the air (television 
communications). One of ordinary skill in the art would have been motivated to perform such a 
modification to gain the known benefits of wireless computing devices, such as the elimination 
of direct cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #110). 
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13. Claims 1-5,8, 13-16, 22-25, 31-34, 40-43, 49-52 & 58-61 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Lee in view of Wasilewski, Tsuria and U.S. Patent 5,878,141 
to Daly et al. (Daly). 

Regarding claims 1, 22, 40 & 58, Lee discloses distributing a key (user ID, col. 3, lines 
28-42), receiving at the terminal (subscriber receiver) a secret key encrypted by the key (user ID, 
col. 4, lines 1-22), decrypting the secret key (key) with the key (user ID, col. 4, lines 1-22) at the 
terminal (subscriber receiver), receiving the access key (random number) at the terminal 
(subscriber receiver) encrypted by the secret key (key, col. 4, lines 1-22) and decrypting the 
access key (random number) at the terminal (subscriber receiver) by the secret key (key, col. 4, 
lines 1-22). Lee lacks a public key. However, Wasilewski teaches that in video distribution, the 
top key in the hierarchy of keys is a private key stored in a set top unit (col. 8, lines 44-47) where 
the second level key is encrypted with the public key which corresponds with the intended set 
top unit (col. 8, lines 39-41) because using a public key system obviates the need to securely 
transfer an endless hierarchy of keys (col. 8, lines 34-37) and allows multiple service providers 
to communicate with the set top unit (col. 10, lines 45-46). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to modify Lee 
to utilize a public/private key pair as a replacement for the user ID and distribute a public key (to 
service providers) from the terminal (set top unit) and from a directory. One of ordinary skill in 
the art would have been motivated to perform such a modification because it obviates the need to 
securely transfer an endless hierarchy of keys and allows multiple service providers to 
communicate with the set top unit, as taught by Wasilewski (col. 8, lines 34-47 & col. 10, lines 
45-46). As modified, Lee lacks distributing the public key over the air and receiving the secret 
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key over the air. However, Tsuria teaches a system where a wireless subscriber unit receives 
television transmissions over the air (RF link) (col. 9, lines 35-48) to eliminate the need for a 
physical cable connection, as shown in Fig. 2 (#106 & #1 10). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to modify Lee 
to use a wireless terminal and therefore, distribute the public key from the terminal (once it is 
generated, as taught by Wasilewski) over the air and to receive the secret key over the air 
(television communications). One of ordinary skill in the art would have been motivated to 
. perform such a modification to gain the known benefits of wireless computing devices, such as 
the elimination of direct cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 
& #1 10). As modified, Lee lacks distributing the public key over the air from the terminal 
(STU). However, Daly teaches a video television distribution system (Fig. 3) where the head 
end server handles both financial transactions and video distribution (col. 9, lines 8-15) that 
supports two-directional communication (interactive, col. 9, lines 8-15) and where a wireless 
distribution structure is anticipated (col. 9, lines 35-39). The Daly system purchases data by 
authenticating the components to the head end system (col. 14, lines 10-18) by exchanging 
digital certificates between the STB (set top box) and the head end (col. 15, lines 10-26), where 
the head end can reply using the STB's public key (col. 1 5, lines 23-26) from the certificate (col. 
14, lines 27-32). Since Lee, as modified by Wasilewski, uses a public key of the STU to encrypt 
the top key in the hierarchy, it would have been obvious to purchase programming by 
exchanging public keys between the set top unit and the head end and then use the exchanged 
keys for communication, as taught by Daly. One of ordinary skill in the art would have been 
motivated to perform such a modification to perform interactive program ordering of services 
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from the head end, as taught by Daly (col. 9, lines 8-15, col. 9, lines 35-39, col. 14, lines 10-32 & 
col. 15, lines 10-26). 

Regarding claims 2, 14, 23, 32, 41 , 50 & 59, Lee discloses the secret key being a 
registration key (col. 2, lines 41-51). 

Regarding claims 3, 15, 24, 33, 42 & 51, Lee discloses the secret key being a temporary 
key (key of the month, col. 3, lines 28-42). 

Regarding claim 4, Lee discloses deriving a short key (PN sequence is generated, col. 4, 
lines 15-18) at the terminal based on the access key (random number), receiving encrypted 
broadcast content (video) at the terminal and decrypting the encrypted broadcast content at the 
terminal using the short key (PN sequence, col. 3, line 28 - col. 4, line 22). 

Regarding claims 5, 25, 43 & 60, Lee discloses distributing a key (user ID, col. 3, lines 
28-42), receiving the broadcast access key/key encrypted by the key (user ID) and decrypting the 
broadcast access key (key) by the private key (user ID, col. 4, lines 1-22). Lee lacks a public 
key. However, Wasilewski teaches that in video distribution, the top key in the hierarchy of keys 
is a private key stored in a set top unit (col. 8, lines 44-47) where the second level key is 
encrypted with the public key which corresponds with the intended set top unit (col. 8, lines 39- 
41) because using a public key system obviates the need to securely transfer an endless hierarchy 
of keys (col. 8, lines 34-37) and allows multiple service providers to communicate with the set 
top unit (col. 10, lines 45-46). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify Lee to utilize a public/private key 
pair as a replacement for the user ID and distribute a public key (to service providers) from the 
terminal (set top unit) and from a directory. One of ordinary skill in the art would have been 
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motivated to perform such a modification because it obviates the need to securely transfer an 
endless hierarchy of keys and allows multiple service providers to communicate with the set top 
unit as taught by Wasilewski (col. 8, lines 34-47 & col. 10, lines 45-46). As modified, Lee lacks 
distributing the public key over the air and receiving the broadcast access key over the air. 
However, Tsuria teaches a system where a wireless subscriber unit receives television 
transmissions over the air (RF link) (col. 9, lines 35-48) to eliminate the need for a physical cable 
connection, as shown in Fig. 2 (#106 & #1 10). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to modify Lee to use a 
wireless terminal and therefore, distribute the public key over the air (once it is generated, as 
taught by Wasilewski) and to receive the broadcast access key over the air (television 
communications). One of ordinary skill in the art would have been motivated to perform such a 
modification to gain the known benefits of wireless computing devices, such as the elimination 
of direct cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #1 10). As 
modified, Lee lacks distributing the public key over the air from the terminal (STU). However, 
Daly teaches a video television distribution system (Fig. 3) where the head end server handles 
both financial transactions and video distribution (col. 9, lines 8-15) that supports two-directional 
communication (interactive, col. 9, lines 8-15) and where a wireless distribution structure is 
anticipated (col. 9, lines 35-39). The Daly system purchases data by authenticating the 
components to the head end system (col. 14, lines 10-18) by exchanging digital certificates 
between the STB (set top box) and the head end (col. 15, lines 1 0-26), where the head end can 
reply using the STB's public key (col. 15, lines 23-26) from the certificate (col. 14, lines 27-32). 
Since Lee, as modified by Wasilewski, uses a public key of the STU to encrypt the top key in the 
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hierarchy, it would have been obvious to purchase programming by exchanging public keys 
between the set top unit and the head end and then use the exchanged keys for communication, 
as taught by Daly. One of ordinary skill in the art would have been motivated to perform such a 
modification to perform interactive program ordering of services from the head end, as taught by 
Daly (col. 9, lines 8-15, col. 9, lines 35-39, col. 14, lines 10-32 & col. 15, lines 10-26). 

Regarding claims 8 & 61, Lee discloses deriving a short key (random number) at the 
terminal (col. 4, lines 13-18) based on the access key (key), receiving encrypted broadcast 
content (video) and decrypting the encrypted broadcast content (video) using the short key 
(random number, col. 3, line 28 - col. 4, line 22). 

Regarding claims 13, 3 1 & 49, Lee discloses receiving a key (user ID, col. 3, lines 28-42) 
at the content provider (service provider), encrypting a secret key (key) using the key (user ID, 
col. 3, lines 42-64) at the content provider, sending from the content provider the encrypted 
secret key (key, col. 4, lines 1-5), encrypting the access key (random number) using the secret 
key (key, col. 3, lines 42-64) at the content provider (service provider) and sending the encrypted 
access key (random number, col. 4, lines 1-22) from the content provider. Lee lacks a public 
key. However, Wasilewski teaches that in video distribution, the top key in the hierarchy of keys 
is a private key stored in a set top unit (col. 8, lines 44-47) where the second level key is 
encrypted with the public key which corresponds with the intended set top unit (col. 8, lines 39- 
41) because using a public key system obviates the need to securely transfer an endless hierarchy 
of keys (col. 8, lines 34-37) and allows multiple service providers to communicate with the set 
top unit (col. 10, lines 45-46). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify Lee to utilize a public/private key 
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pair as a replacement for the user ID and distribute a public key (to service providers) from the 
terminal (set top unit) and from a directory. One of ordinary skill in the art would have been 
motivated to perform such a modification because it obviates the need to securely transfer an 
endless hierarchy of keys and allows multiple service providers to communicate with the set top 
unit as taught by Wasilewski (col. 8, lines 34-47 & col. 10, lines 45-46). As modified, Lee lacks 
performing the steps over the air (using a wireless communication structure). However, Tsuria 
teaches a system where a wireless subscriber unit receives television transmissions over the air 
(RF link) (col. 9, lines 35-48) to eliminate the need for a physical cable connection, as shown in 
Fig. 2 (#106 & #1 10). Therefore, it would have been obvious to one having ordinary skill in the 
art at the time the invention was made to modify Lee to use a wireless terminal and therefore, to 
send the secret key over the air (television communications). One of ordinary skill in the art 
would have been motivated to perform such a modification to gain the known benefits of 
wireless computing devices, such as the elimination of direct cable connections, as taught by 
Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #110). As modified, Lee lacks receiving the public 
key over the air at the content provider (STU). However, Daly teaches a video television 
distribution system (Fig. 3) where the head end server handles both financial transactions and 
video distribution (col. 9, lines 8-15) that supports two-directional communication (interactive, 
col. 9, lines 8-15) and where a wireless distribution structure is anticipated (col. 9, lines 35-39). 
The Daly system purchases data by authenticating the components to the head end system (col. 
14, lines 10-18) by exchanging digital certificates between the STB (set top box) and the head 
end (col. 15, lines 10-26), where the head end can reply using the STB's public key (col. 15, 
lines 23-26) from the certificate (col. 14, lines 27-32). Since Lee, as modified by Wasilewski, 
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uses a public key of the STU to encrypt the top key in the hierarchy, it would have been obvious 
to purchase programming by exchanging public keys between the set top unit and the head end 
and then use the exchanged keys for communication, as taught by Daly. One of ordinary skill in 
the art would have been motivated to perform such a modification to perform interactive 
program ordering of services from the head end, as taught by Daly (col. 9, lines 8-15, col. 9, lines 
35-39, col. 14, lines 10-32 & col. 15, lines 10-26). 

Regarding claims 16, 34 & 52, Lee discloses receiving a key (user ID, col. 4, lines 1-22)" 
at the content provider (service provider), encrypting the broadcast access key (key) at using the 
key (user ID, col. 3, lines 42-64) at the content provider and sending the encrypted broadcast 
access key (key, col. 3, lines 42-64) from the content provider. Lee lacks a public key. 
However, Wasilewski teaches that in video distribution, the top key in the hierarchy of keys is a 
private key stored in a set top unit (col. 8, lines 44-47) where the second level key is encrypted 
with the public key which corresponds with the intended set top unit (col. 8, lines 39-41) because 
using a public key system obviates the need to securely transfer an endless hierarchy of keys 
(col. 8, lines 34-37) and allows multiple service providers to communicate with the set top unit 
(col. 10, lines 45-46). Therefore, it would have been obvious to one having ordinary skill in the 
art at the time the invention was made to modify Lee to utilize a public/private key pair as a 
replacement for the user ID and distribute a public key (to service providers) from the terminal 
(set top unit) and from a directory. One of ordinary skill in the art would have been motivated to 
perform such a modification because it obviates the need to securely transfer an endless 
hierarchy of keys and allows multiple service providers to communicate with the set top unit as 
taught by Wasilewski (col. 8, lines 34-47 & col. 10, lines 45-46). As modified, Lee lacks 
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receiving the public key over the air and sending the encrypted broadcast access key over the air. 
However, Tsuria teaches a system where a wireless subscriber unit receives television 
transmissions over the air (RF link) (col. 9, lines 35-48) to eliminate the need for a physical cable 
connection, as shown in Fig. 2 (#106 & #1 10). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to modify Lee to use a 
wireless terminal and therefore, to send the encrypted broadcast access key over the air 
(television communications). One of ordinary skill in the art would have been motivated to 
perform such a modification to gain the known benefits of wireless computing devices, such as 
the elimination of direct cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 
& #1 10). As modified, Lee lacks receiving the public key over the air at the content provider. 
However, Daly teaches a video television distribution system (Fig. 3) where the head end server 
(content provider) handles both financial transactions and video distribution (col. 9, lines 8-15) 
that supports two-directional communication (interactive, col. 9, lines 8-15) and where a wireless 
distribution structure is anticipated (col. 9, lines 35-39). The Daly system purchases data by 
authenticating the components to the head end system (col. 14, lines 1 0-1 8) by exchanging 
digital certificates between the STB (set top box) and the head end (col. 15, lines 1 0-26), where 
the head end can reply using the STB's public key (col. 15, lines 23-26) from the certificate (col. 
14, lines 27-32). Since Lee, as modified by Wasilewski, uses a public key of the STU to encrypt 
the top key in the hierarchy, it would have been obvious to purchase programming by 
exchanging public keys between the set top unit and the head end and then use the exchanged 
keys for communication, as taught by Daly. One of ordinary skill in the art would have been 
motivated to perform such a modification to perform interactive program ordering of services 
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from the head end, as taught by Daly (col. 9, lines 8-15, col. 9, lines 35-39, col. 14, lines 10-32 & 
col. 15, lines 10-26). 

Commensurate with the method description above, the means for distributing the public 
key correspond with the set top unit, as modified above, the means for receiving the public key 
correspond with the headend and then service provider, as modified above, the means for 
receiving the secret key or broadcast encryption key correspond with the set top unit, as modified 
above, and the means for sending the secret key or broadcast access key correspond with the 
headend and service provider. 

Conclusion 

14. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extensionfee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Simitoski whose telephone number is (571) 272-3841 . 
The examiner can normally be reached on Monday - Thursday, 6:45 a.m. - 4: 1 5 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (57 1 ) 272-38 11. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-21 7-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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